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Introduction
to filerskeepers

335
jurisdictions online

Founded in 2018

349,690+ 
retention periods

3000+ 
multinational customers

300+ 
law firm customers

75+ 
partners

75
team members 



How long does it 
take to build a data 
retention schedule?





The “pledge” 
of AI



AI needs 
records 
management

 What does AI need?

 High quality, up-to-date data to produce 

reliable results

 Compliance and ethical data use

 Transparency and accountability

 Efficiency in data handling

 Without robust records management we 

risk:

 flawed decisions, 

 regulatory violations

 inefficiencies 



…All was well until the 
General Data Protection 
Regulation arrived…



Real compliance!



What corporate transitions?

 Relocations

 Mergers

 Divestments

 Dissolution

 Bankruptcy



There once was a happy 
records manager…

Who worked for an organization that: 

 Had an up to date retention schedule

 Had information governance/records management 
policies that people adhered to

 Always asked the records manager for his/her opinion

 Properly labelled all boxes

 Classified its data

 And provided for clear data/record 
ownership/stewardship



 Every company will face major transitions — moving, splitting, merging, closing.

 Records are not just “boxes and files.” They are the evidence that proves compliance, 

supports audits, and protects rights.

 Mismanaging records in a transition can create long-tail risks: litigation losses, fines, 
reputational damage, and lost business continuity.

Why This Matters



Chapter 0: Governance Framework



 Sponsor: Senior leadership must own records governance during 
transitions.

 Accountable: Records Manager + Legal/Compliance for retention and 

legal holds.

 Responsible: IT/InfoSec, business owners, Privacy/DPO.

 Consulted: Internal audit, tax advisors, regulators.

 Informed: Employees, customers, suppliers.

 Key message: governance must be formal, not ad hoc.

Governance Framework



 Loss of criঞcal records → miঞgate with inventories, custody logs, 

reconciliation.

 Over-retenঞon of ROT → miঞgate with retenঞon screening and 

destruction.

 Missed legal holds → miঞgate with freeze + legal sign-off.

 Metadata corrupঞon → miঞgate with migraঞon tools and hash validaঞon.

 Privacy breaches → miঞgate with minimizaঞon, encrypঞon, privacy 

reviews.

 Cross-border compliance failures → miঞgate with SCCs/BCRs/TIAs.

 Accountability gaps → miঞgate with custodian/TSA role assignments.

Risk Register



 Inventory and classify across all repositories.

 Apply retention + legal hold screening before transfer.

 Use retention/ownership matrices to resolve conflicts.

 Secure physical and digital transfers with custody logs and 
encryption.

 Document every transfer and destruction.

 Update RoPA, notices, and custodianship arrangements.

 Monitor KPIs and risks as part of governance reporting.

Records Transition Playbook



 Phase 1 (T-180 → T-120): Inventory all records/data and their 

locations/sources (physical, digital, SaaS, backups); map retention laws 
and holds. Engage legal/privacy early.

 Phase 2 (T-90 → T-30): Apply retention screening and purge ROT. 
Build retention/ownership matrix. Draft TSAs/custodian agreements. 
Engage regulators if cross-border.

Transition Timeline Model –
Phase 1 & 2



 Phase 3 (T-30 → Day 0): Prepare extracঞons, labels, 
redactions; secure logistics; freeze access before cutover.

 Phase 4 (Day 0): Execute transfers; document custody and 

hashes.

 Phase 5 (T+30 → T+180): Reconcile inventories, issue 

certificates, run validation reports, update retention 
schedules and RoPA.

Transition Timeline Model –
Phase 3 to 5



 Inventory completeness: 100% of records mapped to a retention rule.

 Retention compliance: 100% expired records destroyed with certificates; 
100% in-retention preserved.

 Legal hold compliance: 0 records under hold destroyed.

 Metadata integrity: ≥95% metadata preserved during migrations; 
exceptions documented.

 Access continuity: Critical records accessible on Day 1 with ≤2% 

downtime.

 Privacy compliance: 100% transfers supported by lawful basis, notices 
updated within 90 days.

 Custodian/TSA roles documented for residual records.

 Audit trail completed within 90 days.

Cross-Scenario KPIs & Acceptance 
Criteria



Chapter 1: Relocations



 Maintain continuous access to records during and after the move.

 Use relocation as an opportunity to purge ROT (redundant, 

obsolete, trivial records) instead of moving liabilities.

 Preserve chain of custody so records remain legally admissible and 

confidential.

 Challenge:

o Do or die deadline

o Are you truly ready for a project like this? Are you going to 

make it?

o Mistakes…

Relocation – Objectives



 Challenge: A law firm moved 2,000 archive boxes without 

prior retention screening.

 Risk: They transported expired and sensitive data 

unnecessarily, raising costs and exposure.

 Outcome: Storage bills skyrocketed; old client files were 

misplaced.

 Lesson: Always screen, purge, and document destruction 
before moving.

Case Example: Law Firm 
Relocation



 Physical records can be exposed during transport if boxes 
are lost or accessed.

 Digital transfers may leak personal data if encryption is not 
enforced.

 Vendor contracts must include confidentiality clauses and 

incident notification duties.

 Are you moving records from offsite storage vendors to 
keep the records near your new office?

Relocation – Risks in 
Relocation



 Conduct a detailed inventory of all physical and digital records —

every file room, archive box, and shared drive.

 Apply retention rules and identify records under legal hold before 
anything is packed.

 Standardize metadata and labeling: record type, owner, retention 
rule, confidentiality level, and destination.

Relocation – Pre-Move 
Preparation



 Use barcoding and standardized manifests to track every box.

 Seal boxes with tamper-evident tape to prevent unauthorized access.

 Assign clear ownership and custody responsibility for each batch of 
records.

Relocation – Packing & 
Labelling



 Maintain chain-of-custody logs with sign-offs at each 

handover point.

 Use secure, GPS-tracked vehicles and vetted transport 
vendors.

 Ensure insurance coverage and clear protocols for 
overnight storage or delays.

Relocation – Transport & 
Security



 Match delivered boxes and digital data against the pre-move 

inventory.

 Update file plans and metadata with new physical or digital 
locations.

 Document any exceptions, missing files, or discrepancies with 
incident reports.

Relocation – Post-Move 
Reconciliation



 Relocations are logistics-heavy but also prime opportunities to 

strengthen retention.

 Success depends on preparation, custody controls, and post-move 
validation.

 Privacy and security risks must be actively managed during the 
physical move.

Relocation Summary



Chapter 2: Mergers



 Harmonize retention schedules across entities.

 Ensure business continuity while integrating systems.

 Prevent ROT explosion by cleaning up redundant data.

Merger – Objectives



 Challenge: Two banks merged; one had a 7-year tax 

retention, the other 10 years.

 Risk: Inconsistent retention could undermine audit defense.

 Outcome: Adopted 10-year standard across new entity.

 Lesson: Use harmonization matrix and retrain staff on 
unified policy.

Case Example: Bank Merger



 Conflicঞng retenঞon schedules → risk of over/under-retention.

 Metadata loss making records inadmissible.

 Explosion of ROT if old systems are merged without cleanup.

 Delays in responding to data subject rights requests due to 
fragmented systems.

Risks in Mergers



 Build a single inventory of both companies’ records.

 Normalize metadata and taxonomies for comparability.

 Identify duplicates, overlaps, and gaps.

 Establish which systems will remain and which will be 

decommissioned.

Composite Inventory



 Functional scope. We describe it as “A”, while “they” describe it as “AB”

 Conflicts are inevitable (e.g., 7 years vs 10 years for tax records).

 Best practice: apply the stricter or longer requirement for defensibility.

 Document all decisions in a harmonization matrix.

 Create a “golden standard” retention schedule for the merged entity.

 There is time! However, it should follow the actual integration

Retention Harmonization



 Both entities may have active litigation or regulatory investigations.

 Reconcile all hold lists before destroying anything.

 Freeze overlapping data until approved for release.

 Maintain a unified legal hold register.

Legal Holds



 Avoid merging everything — purge expired or irrelevant data first.

 Minimize the amount of personal data combined into new systems.

 Ensure that data subject rights can be honored across merged 
repositories.

Privacy: Minimization



 Plan for metadata preservation during migrations (timestamps, 

authorship, version history).

 Validate data exports/imports with hash checks and exception reports.

 Implement identity and access management cut-over plans for Day 1.

System Integration & Access



 Mergers are about unification and harmonization.

 Success requires a composite inventory, a harmonized retention 
schedule, and strong privacy safeguards.

 Without discipline, merged entities drown in ROT and lose evidential 

integrity.

Merger Summary



Chapter 3: Divestment



 Cleanly separate records between Parent, Divested Entity, 

and Shared.

 Ensure buyer has what it needs to operate and meet 
compliance.

 Protect the parent’s own obligations and sensitive data.

Divestment – Objectives



 Challenge: A manufacturing firm sold a division but HR data was in 

a shared Workday tenant.

 Risk: Parent accidentally transferred records of employees who 

were not part of the sale.

 Outcome: Regulator investigation into unlawful data disclosure.

 Lesson: Use a retention/ownership matrix, redaction protocols, and 

TSA privacy appendix.

Case Example: HR Data Carve-Out



 Over-disclosure of confidential or personal data to buyer. 
Breaches of trade secrets/NDAs/IP

 Failure to respect retention or legal hold obligations before 
transfer.

 Buyer le[ without necessary records → operaঞonal 

disruption.

 Long-term disputes if transfer/destruction decisions are 

undocumented.

Risks in Divestments



 Parent-only records: governance, tax, non-divested employee files.

 Divested-only records: operational data, customer files, transferred 

employees.

 Shared records: contracts, joint systems, historical audit trails, tax, 
governance — often the hardest to manage.

Segmentation Explained



 Build a complete inventory across all physical and digital repositories.

 Tag each record set as Parent, Buyer, or Shared.

 Capture retention rules, legal holds, and confidentiality status for each 

record set.

 This forms the basis of the divestment retention/ownership matrix.

Inventory & Classification



 TSA is the “divorce agreement” for data and systems.

 Must define temporary access rights, retrieval SLAs, and fees.

 Must clarify destruction, redaction, and return of data after the TSA 
ends.

 Include a GDPR/privacy appendix covering lawful processing, 
minimization, and exit obligations.

Transition Services Agreement 
(TSA)



 SaaS systems: split tenants or provide exports for buyer.

 Shared drives/email: create clean copies with only divested content.

 Backups: typically excluded, but retrieval may be needed under TSA.

 Always preserve audit logs to maintain evidential weight.

 Do you need data discovery tools? 

 Yes, but not just any

 Without you are error-prone and at risk of over-transfer

Digital Carve-Outs



 Do not dump entire datasets when only a subset is relevant.

 Inform employees, customers, and suppliers about the transfer 

and new controller.

 Update privacy notices and provide a DPO contact for questions.

Privacy: Minimization & 
Transparency



 Divestments are about surgical separation.

 Retention and privacy are central — every record must be 
mapped.

 TSA is the backbone for managing access, responsibilities, and 

exits.

Divestment Summary



Chapter 4: Dissolution



 Close company records responsibly and legally.

 Retain statutory corporate, financial, and HR records.

 Appoint a custodian for post-dissolution access requests.

 What does dissolution really mean? Is there a surviving legal entity? 

Did you stop operations or did you dissolve the legal entity?

Dissolution – Objectives



 Challenge: Consultancy dissolved without assigning custodian.

 Risk: Ex-employees later requested HR records that were unavailable.

 Outcome: Company faced legal claims it couldn’t defend.

 Lesson: Always assign a custodian and maintain a retention map.

Case Example: Consultancy 
Dissolution



 Loss of records needed for tax audits, pensions, or legal inquiries.

 Over-retention of personal data without lawful basis.

 No accountability if no custodian is assigned.

 Metadata loss during system shutdown.

Risks in Dissolution



 Compile a complete inventory of all physical and digital records.

 Map statutory retention requirements by jurisdiction and record 
type.

 Identify what can be destroyed immediately vs. what must be 

retained.

Inventory & Mapping



 Appoint a custodian (director, notary, third-party archivist).

 Define responsibilities for storing and providing access to records.

 Ensure custodian contact details are published in privacy notices.

 If the legal entity remains: it will the legal entity!

Custodianship



 Purge expired personal data (e.g., old marketing databases).

 Retain only what is necessary for statutory or legal obligations.

 Document all destruction with certificates.

Privacy: Minimization



 Dissolution is about responsible closure.

 Statutory records must remain accessible; everything else should 
be defensibly destroyed.

 Custodianship ensures accountability after the company ceases to 
exist.

Dissolution Summary



Chapter 5: Bankruptcy



 Preserve records for courts, regulators, and creditors.

 Meet statutory retention obligations (tax, HR, governance).

 Prevent improper destruction or unauthorized disclosures.

 But who is going to do this?

Bankruptcy – Objectives



 Challenge: Retailer went bankrupt and auctioned its customer list.

 Risk: Regulator intervened due to unlawful transfer of personal data.

 Outcome: Sale delayed until customers were re-notified; sensitive 
data excluded.

 Lesson: Privacy review is mandatory before asset sales.

Case Example: Retailer 
Database Sale



 Premature destruction of records required for investigations or audits or 
over-retention where there is no legal basis anymore.

 Does the parent/group still exist or not?

 Data breaches during liquidation sales.

 Loss of SaaS/cloud access if subscriptions lapse.

 Gaps in documenting what was destroyed or transferred.

Risks in Bankruptcy



 Identify all corporate, financial, HR, customer, and product records.

 Apply immediate freezes to litigation-relevant material.

 Document chain of custody and storage arrangements.

Inventory & Freeze



 Trustee or administrator becomes the legal controller of 

records.

 All transfers, destructions, or sales require trustee approval.

 Court may mandate retention periods for accounting and 

governance files.

Trustee Oversight



 Financial ledgers and tax returns (7–10 years).

 Payroll and employee records (statutory requirements).

 Board minutes, shareholder registers, governance documents.

 Product liability, safety, and IP documentation.

Special Records



 Bankruptcy justifies retention under legal obligation and 

legitimate interests.

 Over-retention without basis remains unlawful.

 Trustee must update privacy notices to reflect new controller 

status.

Privacy: Lawful Basis



 Customer databases cannot be treated like physical assets.

 Buyers must have lawful basis and often must re-notify individuals.

 Sensitive categories (health, minors) usually excluded from sale.

Privacy: Asset Sales



 Bankruptcy is about preservation and oversight.

 Trustees act as new controllers, with strict legal obligations.

 Every transfer or destruction must be documented and approved.

Bankruptcy Summary



 Records management is the foundation of compliance and 
defensibility in transitions.

 Each scenario is different — but the core principles (inventory, 

retention, privacy, proof) always apply.

 Transitions are opportunities: clean up ROT, strengthen 

governance, and future-proof compliance.

 Prepare now, be ready later

And they lived happily ever after…!



“Every corporate transition tells a story. Records management ensures 
that story remains complete, compliant, and defensible — protecting 

both the business and the people whose data it holds.”

Questions?

Closing & Q&A



Train your AI on all the laws in the world.
Imagine a world where your AI knows every law, everywhere 

— always up to date.



Get access to the laws of all 
countries and states in the world.
How very nice to meet you! Building on the success of filerskeepers, we are proud to 

present to you Lawstronaut!  With Lawstronaut you can equip your AI with the laws of 

the world with seamless access to global legal regulations, ensuring 

compliance across all jurisdictions for faster, more reliable artificial intelligence 

development.

Gain unparalleled access to the world’s largest database of global laws and 

regulations. Ensure your AI stays compliant with the latest laws, reducing risks and 

enhancing the reliability of your legal tech solutions. 



About Lawstronaut.



Why are we here?
• Legaltech AI Struggles with Poor Data Quality - Legal data is often: incomplete, 

outdated, hard to access and complex in language and context specific

• Data is Key for AI Accuracy in Law High-quality, comprehensive data is essential for 

training reliable AI models in legal applications.

• Impact: Inaccuracies and Distrust in AI - Poor data leads to AI errors, reducing trust 

and effectiveness in legal tools.

• Lawstronaut Improves Data for AI Training - The platform aggregates, organizes, and 

updates legal data to support better AI solutions.



Everything you need to train your AI.



Metadata.
• Title: The official title of the law or regulation.

• Document Number: Often laws and regulations have a specific number or code that identifies them, such as a statute number or a regulation code.

• Jurisdiction: The geographic or organizational scope over which the law or regulation has authority (e.g., country, state, city, or agency).

• Issuing Authority: The government body or agency that issued the law or regulation.

• Date of Enactment: The date on which the law was officially enacted or signed into law.

• Date of Last Amendment: The most recent date on which the law was amended, which is crucial for understanding the current version.

• Publication Date: The date when the law or regulation was officially published, which might differ from the enactment date.

• Effective Date: The date when the law or regulation comes into force.

• Expiration Date: If applicable, the date when the law is no longer in effect.

• Legal References: Citations or references to other relevant laws or regulations mentioned within the document.

• Full Text: The complete textual content of the law or regulation.

• Status: Current status of the law (e.g., in force, repealed, proposed).

• Language: The language(s) in which the law is published.

• Where available: URL - The web address where the law or regulation can be accessed, which is useful for verification and updates.

• Soon:

• Keywords/taggig: A set of relevant keywords or tags that summarize the content or context of the law or regulation.

• Summary/Abstract: A brief description or abstract of the law’s purposes and main points.

• Type of Law: The classification of the law, such as constitutional, statutory, regulatory, case law, or administrative.



Built with the developer in mind.
Integrating legal in technology might be the biggest challenge there is for a 
developer. As we care deeply about our developer users, we want to hear 
from them while they bridge the gap between tech and legal. So we can keep 
improving our product and set our users up for success. 

It is also why we built the the Lawstronaut API with the developer in mind, it:

• is RESTful, fully featured, easy to integrate with
• has predictable resource-oriented URLs, returns JSON-encoded responses, 

and uses standard HTTP status codes and verbs
• uses API keys to authenticate requests. filerskeepers support HTTP Basic 

authentication
• is best used through URL



The API response.
{

"pagination": {

"total_count": 57,

"total_page": 6,

"limit": 10,

"offset": 0

},

"data": [

{

"document_id": "CA_22_32_1", // isoCode_rowId_portalId_version;

"title": "Consolidated federal laws of Canada, Access to Information 

Act",

"jurisdiction": {

"country": "Canada",

"state": ""

},

"publication_date": "2024-10-31",

"issuing_authority": "Department of Justice",

"language": "English",

"content": {

"full_text": "Previous Page Table of Contents Next Page 

PART 1 Access to Government Records (continued) Access..."

},

"amendment_date": "2024-10-15",

"metadata": {

"keywords": [

"record",

"information"

]

},

"last_updated": "2024-10-31"

},





Our roadmap.
Dive into our roadmap to see how we’re shaping the next wave of legal technology innovations. From expanding real-time legal 

insights to integrating cutting-edge features, discover the strategic milestones set to transform legal compliance and tech 

development. Join us on this journey to redefine the landscape of legaltech.

• Focus 1 (data collection): adding all countries and states in the world – let us know if you need us to prioritize a country or state.

• Focus 2 (advanced data cleaning): remove any outliers or inconsistent information and values, reducing noise and improving the 

accurate representation of the data. 

• Focus 3 (use case demos): build demo use cases (Co-pilot, OpenAI, bespoke AI models).

• Focus 4 (expand derivative data and metadata): add cross-references, type of law, keywords/tagging, summaries, risk 

assessments and so much more.

• Focus 5 (advanced data preparation – add on service):  further data transformation, outliers direction, data augmentation, data 

splitting, dimensionality reduction.



Some ideas on where we can take this.
• Cross-References: By analyzing legal references within the documents, you can identify and create links between related laws and regulations. This

helps in understanding the legal ecosystem and how different statutes interact or depend on each other.

• Compliance Requirements: From the effective dates, jurisdictions, and content of the laws, you can infer compliance requirements for different 

regions or industries. This information is crucial for businesses and organizations to ensure they are compliant with relevant laws.

• Risk Assessment: By understanding the status and type of law, along with its jurisdiction and content, you can help organizations assess potential 

risks related to non-compliance or changes in the legal landscape.

• Impact Analysis: Derive potential impacts of a law based on its scope (jurisdiction and sector) and content. This can help in preparing impact

assessments for businesses or policy evaluations for governmental organizations.

• Language Analysis: If laws are multilingual, analyzing the language can be crucial for understanding nuances in legal terms and ensuring accurate 

translations.

• Accessibility Features: From the URL and document format, you can infer or create accessibility features, such as making laws available in alternative 

formats for different user needs.

• Trending Topics: By analyzing frequently appearing keywords and their changes over time, you can identify trending topics in legislation, which can be 

important for journalists, researchers, and policymakers.

• Predictive Trends: Using historical data of law amendments and enactments, predictive models can be developed to forecast future legislative trends

or upcoming regulatory changes.



We offer plans for any organization. 
No matter if you want to power your internal department’s AI or build customer 

facing legaltech products, we have a plan for you.

We have internal plans for:

• Internal department use: legaltech teams of a multinational or a corporate who 

have manage and create their own inhouse AI tools. 

• Legal tech and AI companies: for innovative legaltech and AI companies who 

want to integrate Lawstronaut content into their client-facing products and 

services and train their AI on it.



www.filerskeepers.co

Thank You!

Contact filerskeepers

Email: anything@filerskeepers.co

filerskeepers.co

Contact Lawstronaut

Email: anything@lawstronaut.com

Scan here!

lawstronaut.com


