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The Value of this Report...
"I found the report to be very helpful! Since we have not formally
started our implementation, this report definitely provides insight
into areas that we would need to educate ourselves on."
"The report clearly highlights the IG-specific features in M365 that
our IG team would need to be proficient in, in order to properly
configure M365."
"Few employees using M365 have had formal training in the
product. We are in the same boat!"
“Retention in Action is a very helpful finding. We are constantly
pinging our peers and asking 'how are YOU doing this?'.
This gives a succinct view of that."
"The report highlights not only the fact that our peers are using
M365 for this, but the fact that 38% of organizations are
leveraging M365 for content discovery is key for getting our Legal
department to consider."
"I found the 'M365 IG Functionality in Use' chart to be very
informative."
"Our IT group owns the rollout of M365 but my InfoGov team has
already been working in parallel with them to review and
evaluate how our organization will configure and use the data
governance and retention features."
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Welcome.
The findings from
IG World's first
global
M365 Survey
are here...
In March 2022, we launched the latest in our series of surveys
designed to collect and share valuable information within the
world of Information Governance.
The survey explored organizational use of M365 - a product
available since July 2017. In addition to providing a cloud-based
SaaS model for Microsoft Office products, it has a number of
features and tools which are of relevance and interest to
Information Governance professionals. In April 2022, the M365
Compliance portfolio was updated to Microsoft Purview to provide
“a comprehensive set of solutions to help govern, protect, and
manage entire data estates”.
The survey results - collected from 200 IG professionals - provide a
wealth of current and insightful information, spotlighting how
organizations across the US, UK and beyond are using M365.
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9 Key Messages
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A M A J O R I T Y O F O RG A N I Z AT I O N S D I D N OT
I M P L E M E N T M 3 6 5 I M M E D I AT E LY F O L L O W I N G
ITS 2017 LAUNCH

Around three-quarters of organizations waited to implement M365,
doing so in the years following its launch in 2017. Its implementation
continues - with around 1 in every 5 organizations initiating usage very
recently, in 2021/22. UK organizations tended to implement M365 later
than their counterparts in other regions.
C H A N G E M A N A G E M E N T P L AY S A K E Y R O L E I N
S O M E O RG A N I Z AT I O N S

Change Management plays a key role in US-based organizations;
however, it does not tend to play a major or significant role for a
majority of organizations in the countries surveyed.
O N AV E R A G E , O V E R 7 0 % O F E M P LOY E E S A R E
USING M365

This is a figure which rises within organizations conducting IG business
within the UK (78%) and is lower among those in business in the US
(63%). Note also, that smaller/medium sized organizations tend to
have the highest proportion of users.
F E W E M P LOY E E S U S I N G M 3 6 5 H AV E H A D
FORMAL TRAINING IN THE PRODUCT

Just 40% in fact. This is a figure which decreases to just 26% of UK
users, but which rises to over 80% of those employees in small/medium
sized organizations - for whom training is clearly more of a focus.
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M 3 6 5 I N F O R M AT I O N G OV E R N A N C E
FUNCTIONALITY IS USED TO SOME EXTENT

On average, just 3-4 of the 11 M365 IG functions which respondents were
asked about are being utilized - with Retention Policies leading the
way. Similarly, around half of all organizations are using retention and
deletion functionality, e-Discovery tools and classification features within
the product. However, few are making use of Record Labels and
Advanced Governance Workflows.
A N U M B E R O F M 3 6 5 F E AT U R E S A R E N OT B E I N G
W I D E LY U S E D B Y O R G A N I Z AT I O N S

Some key examples include just 14% of organizations making the
retention property mandatory; just 19% using data connectors; and just
17% using data classifications.
SOME, BUT NOT ALL , M365 E-DISCOVERY
TOOLS ARE BEING USED

Whilst 53% of organizations are using the e-Discovery tool through the
Compliance Center in M365, just 22% use Advanced e-Discovery for Legal
Hold Notification processes.
T H E C O N C E P T O F A U TO - P R E S E R VAT I O N O F
H I G H VA L U E D I G I TA L D O C U M E N T S I S
APPLAUDED BY MANY

Many - and particularly those in the UK and within very large and
Enterprise organisations - clearly feel that this would be extremely helpful.
M 3 6 5 M E S S A G E E N C R Y P T I O N I S C U R R E N T LY
B E I N G U S E D B Y 6 0 % O F O RG A N I Z AT I O N S

Over three-times as many organizations are using M365 Message
Encryption (OME), than are using the M365 Double Key Encryption feature.
Read on for the detail of what the survey uncovered...
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Use of M365
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The Implementation of M365
Organizations had most commonly implemented M365 in 2017
(26%) in parallel to its launch. However, 22% of organizations
had not implemented the software until 2021/22.
Implementation of M365
2022
2021

8%
14%
24%

2020
2019
2018
2017

16%
12%
26%

How M365 Implementation Varied Across Regions and
Organization Sizes
It's interesting to note that organizations conducting IG
business in regions outside of the US and UK were most likely
to have sprung a prompt M365 launch in 2017. Almost 40% of
these regions implemented M365 in 2017, compared to just 26%
of US-based business organizations, and just 15% of those
conducting IG business within the UK.
It can also be noted that the smallest organizations were also
quickest to implement M365, with 50% doing so in 2017,
compared to around 23% of larger organizations.
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The Role of Change Management in M365 Rollout
Among more than a third of organizations (38%), Change
Management played a major or significant role in M365 rollout.
The Role of Change Management in M365 Rollout

Major role (13%)
Significant role (25%)
Not much of a role (19%)
No role (6%)

Substantial role (12%)

Somewhat of a role (25%)

Change Management is Most Influential in the US
For almost two-thirds of US-based organizations, Change
Management plays a major or significant role in M365 rollout.
This compares with a smaller proportion in the UK and further
afield.
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Current M365 Users
So, post-implementation, let's take a look at the proportion of
M365 users within organizations. Here we see that, on average,
over 70% of employees within organizations are using
M365. This is a figure which rises within organizations
conducting IG business within the UK (78%) and is lower
among those in business in the US (63%).
Small/medium sized organizations (with up to 200 employees)
have the highest percentage of M365 users - standing at 96%
(however, note a comparatively small sample size).

Percentage of M365 Users Within Organizations

76%

Other
regions

96%
Small/medium

78%
UK
Region

72%

Overall

63%
US

65%

Large/larger

Organization Size

69%

Very large

70%
Enterprise
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Anticipated M365 Users
Let's also take a look at how the number of M365 users is
intended to change in the next eighteen months.
By the end of 2023:
of organizations anticipate an
INCREASE in the number of
their employees using M365.
The remainder primarily
anticipate no change.

Variations in M365 User Numbers Across Regions and
Organizations
This is a figure which rises among those organizations
conducting primarily US-based IG business - among which it
increases to 35%, far higher than among those conducting
either UK-based (19%) or other region-based business (14%).
In relation to organization size, smaller and medium sized
businesses are least likely to anticipate an increase in their
M365 users (11%). This is a figure which compares with
22%-31% among larger organizations.
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M365 Formal Training
Using information collected from the survey, we can present
information which shows the percentage of organizations'
M365 users who are formally trained in the application.
Across all organizations, we can see that approximately 40% of
M365 users are formally trained in the application. This is a
figure which rises among those in regions outside of the US
and UK (51%), and which is notably lowest within the UK (26%).
Note also, that comparatively smaller organizations tend to
have a higher percentage of formally trained M365 users than
their larger counterparts.

51%

26%
UK

Other
regions
Region

81%

40%

Small/medium

Overall

Organization Size

18%

Very large

Percentage of M365 Users Formally Trained
in the Application

45%
US

46%
Large/larger

40%
Enterprise
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M365 Licenses
Organizations are most frequently using the M365 E5 license
(41%) or E3 license (40%). 19% were using a combination of the
above. No organizations reported using the M365 F3 license.

Variations in M365 Licenses Across Regions
Taking a closer look at how licenses vary across regions reveals
that organizations conducting US-based IG business are less
likely than other regions to hold an E5 license, and more likely
than others to hold a combination of licenses.
M365 Licenses
50
41%
40

42%

40%

29%

30

42%

42%

42%

42%

29%

19%

20

16%

16%

10

0

Overall

US
E5

UK
E3

Other Regions

Combination

Variations in M365 Licenses Across Organizations
It's also interesting to note that the smallest organizations are
most likely to hold an E3 license. Very large organizations steer
towards the E5 license, whilst Enterprise organizations are
more likely than other organization sizes to hold a
combination of licenses.
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M365 IG Functionality in Use
On average, organizations are using just 3-4 of the 11
functions of M365 listed below. Again, US organizations lead
the way in terms of their usage - with average number of
functions in use higher than in other countries, including the
UK. It's also notable that smaller/medium sized organizations
(with up to 200 employees) are making most use of M365,
again with a higher number of functions being used, when
compared with their larger counterparts.
Overall, Retention Policies, along with Enterprise Search and
Retention Labels, lead the way in terms of M365 IG
functionality being regularly used within organizations.
M365 IG Functionality in Use
Retention Policies

50%

Enterprise Search

44%

43%

Retention Labels

41%

Legal Discovery

40%

Sensitivity Labels/DLP

Site Provisioning

38%

Records Management

37%

Reporting

34%

Records Labels

20%

Advanced Governance Workflows
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Retention in Action
M365 Information Governance functions are in regular
use in some organizations. 55% of organizations are
using at least one of the following functions, with the
creation of retention labels for exceptions to retention
policies, addition of the retention schedule to M365
libraries and ensuring that a retention item cannot be
changed (except by a Site Collection Administrator)
heading the most frequent functions in use. Retention
actions are highest among the largest (Enterprise)
organizations with more than 5,000 employees, and
often higher in the US than further afield.
M365 Retention in Action
Created retention labels for exceptions to
retention policies

30%

Added retention schedule to M365 libraries

26%

Ensured that a retention item cannot be
changed except by a Site Collection
Administrator

26%

Use data connectors to import, archive, or
apply compliance solutions to third part data
from social media, instant messaging and
document collaboration platforms

19%

Imported PST files to M365 by network upload

17%

Made the retention property mandatory so
that it has to be completed

14%
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Deletion
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Deletion
48% of organizations are using at least one of M365's deletion
features as specified below.
Again, organizations primarily undertaking US-based
IG business are slightly more likely than those from other
regions to be using these features.
This is also true of Enterprise businesses - who are also more
likely than their smaller counterparts to be using these
deletion features.

of organizations indicated
that deletion was tied to
the retention schedule

of organizations indicated
that users get notice of
content deleted
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e-Discovery
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Use of e-Discovery Tools
Over half of all organizations
(54%) are using e-Discovery tools
for Legal Holds in M365.
Use is most frequently linked to
identifying data (39%) and
collecting content (33%).
US-based organizations
conducting IG are far more likely
than non-US organizations to be
using these tools. Interestingly,
both the smallest and the
largest organizations make most
use of these tools.
The Use of e-Discovery Tools for Legal Holds

Identify data

39%

Collect content

37%

33%

Preserve data

Export data

29%
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Use of e-Discovery Tools
Here we present additional information relating to
organizational use of e-Discovery tools.

of organizations are using
Advanced e-Discovery for
their Legal Hold
Notification process

of organizations are using
the e-Discovery tool
through the Compliance
Center in M365

of organizations are
identifying Legal
Hold data by
custodian/end-user

of organizations are
identifying Legal
Hold data by
content only
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Long-Term Digital Preservation
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Thoughts on the Automatic Preservation of High
Value Digital Documents
Two-thirds (66%) of organizations feel that, from a business
standpoint, the ability to automatically preserve (for a longterm of 10+ years) high value digital documents created in
M365, would be extremely helpful. This feeling peaks in the
UK, and among very large and Enterprise organizations.
In contrast, fewer than 10% regard this as being of little value.
Perceived Helpfulness of the Automatic Preservation of High Value Digital Documents

66%
15%

11%
3%
5%

Helpful - - - - - - - - - - - - - - - - Unhelpful
Comments and Concerns About This Type of
Preservation
While there is clearly widespread regard for the value of an
automatic preservation feature, there are some
accompanying considerations and questions offered by
organizations. These include:
Concerns about reconciliation with other policies/regulations
The changing/upgrading nature of M365
Questions about storage methods used
Reliance on Microsoft
Format management
Challenges relating to long-term item identification.
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Classification
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Classification
Almost a third (32%) of organizations are using at least one of
the two M365 classification features specified below.
Organizations primarily undertaking non-US based
IG business are slightly more likely than those conducting US
based IG business, to be using these features.
This is also true of enterprise businesses - who are also more
likely than their smaller counterparts to be using these
classification features.

of organizations are using
M365 Data Classification
Analytic capabilities
(With overview showing the
locations of digital content and
most common sensitive
information type and labels
present)

of organizations are using
Sensitivity Tags for their
Security Data Classification
methods in M365
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Information Security
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Information Security
Around two-thirds (66%) of organizations are using at least
one of the M365 information security features specified
below. US and Enterprise businesses are most likely to be
using these information security features.
of organizations are using
Office 365 Message
Encryption (OME)
(a service built on Azure RMS which
allows encrypted emails to be sent to
people inside or outside of the
organization regardless of the
destination email address)

of organizations are using M365
Double Key Encryption
(a feature which protects highly
sensitive data to meet specialized
requirements and maintain full
control of the encryption key)

of organizations are using
Office 365 Data Loss Prevention
(DLP)
(a service for Exchange Online
organizations to identify, monitor
and automatically protect
sensitive information across
emails and files)
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Survey Participants
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The Range and Characteristics of Survey Participants
With 200 survey participants, a wide spread of organizations were
represented in the survey. Let's take a look at those...

IG Industry Sectors
Drawn from over 20 different industry sectors, survey participants
brought a wealth of experience, insights and knowledge to the
survey.
Industry Sectors
20%

20
17%
15
12%
10%

10

9%

9%

8%
6%

6%
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* Survey representation from other sectors most frequently included Insurance (3%), Nonprofit (3%) and Retail/E-commerce (3%). Additional industries ranged from Mining to
Manufacturing, Agriculture to Advertising, and more.
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Job Roles
A wide range of job roles were represented via survey participants, of
which a majority (88%) were Practitioners.

Records
Managers/Officers/Directors
34%

IG Managers/Officers/
Directors
24%

Job Role

Consultants
12%

Data Protection Officers/
Managers
8%
Other*
14%

Senior Info. Governance
Analysts
Senior Director
3%
3%
Info. Security Officers/
Managers
2%

*Other roles included (amongst others) Chief Privacy Officers, Business
Analysts, e-Discovery Managers, Business Executives, Archivists, Legal
Practitioner/Advisors and Chief Information Security Officers.
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Regions of IG Business
Survey respondents were largely split between those working for
organizations conducting UK- based business (38%) and organizations
conducting US-based IG business (37%). Representation from other
regions included Canada (11%), Australia/Asia-Pacific (7%), Middle
East/Africa (4%) and Europe (Non-UK) (3%).
Regions of IG Business

Canada: 11%

UK: 38%
Europe/Non-UK: 3%

US: 37%

Middle East/Africa: 4%
Central/South America: 0%

Australasia/Asia-Pacific: 7%

Organization Size
Employees from a wide range of organizations participated in
the survey, ranging from those with up to 50 employees, to those
with in excess of 5,000.
Organization Size
42%
40
28%
20
13%
9%

6%
2%

0
Small (1-50)

Medium (51200)

Large (201-500)

Larger (501-999)

Very Large
(1,000-5,000)

Enterprise
(5,000+)
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IGWorld magazine provides news, surveys, and
events for the Information Governance Community.
Visit us at: https://infogovworld.com/
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